Abstract-nowadays, more and more people in China are connecting to Internet; the network environment becomes less secure due to large amount of network intruders. However, many of the network users tend to set easy passwords for their convenience. These vulnerable passwords increase the risk of information leakage. So it is necessary for us to analyze the habits and strength of the passwords set by the Chinese network users. In this paper, we collect over 20 million pieces of data published on the Internet by network intruders and analyze the features of passwords through statistical methods. We find some interesting patterns in order to quantify password strength through comprehensive analysis of password length, type, and other variables. Finally, we propose some suggestions for setting secure passwords.
I. INTRODUCTION
Passwords are words made up of a group of characters or numbers that are used for authentication, to prove identity or gain access to a resource [1] . Passwords have been widely utilized in web environments, and they are near universal means for identification authentication [2] . Users should keep their own passwords secure and safe from being cracked by network intruders. Otherwise they will risk almost a certain loss.
While the majority of users know that we will have more risk with simple passwords, a convenient login is extremely attractive; so users often ignore the risks and set simple passwords. For instance, if a user has 20 network accounts, it is not practical for him to remember 20 different passwords. The general approach is to apply 3 to 5 passwords for all accounts. Because of this, in recent years, a large amount of phishing sites have appeared on the Internet. These sites try to obtain the users' passwords by attracting users to login in the disguised system. Some sites try to entice users to download and install malicious programs in their operating systems. These programs are designed to capture detailed information of the owners of the infected systems. The network intruders utilize this information to try other sites in order to obtained valuable information. At the end of 2011, the databases of a number of Chinese Internet corporations have been attacked by network intruders. From December 21st to 31st, tens of millions of user account information, including user names, passwords, registered mail addresses and other information, have been openly published on the Internet. The Chinese Software Development Network (CSDN), the largest online community of developers in China, was also involved in this event and the information of 6 million users was compromised [3] . Renren Network, the largest Social Network Sites (SNS) in China has also been intruded, and the information of 2 million users has been released. Later, these sites have put up notices or sent e-mails to each user to ask them to change their passwords for security reasons. In this paper, we have gathered hundreds of millions of data to study the web password habits of Chinese network users and measure the password strength.
We introduce the sources of our data and the methods of processing them in Section 2. We present our analysis of the findings and results in Section 3. Finally, we propose some suggestions for setting secure passwords.
II. RELATED WORK
The study of the habit of passwords, and password strength for authentication has been analyzed including length, types, and its comparative security [4] [5] [6] [7] . In 1979, Morris and Thompson analyzed the password strength on the UNIX operating system [8] by attempting to crack hashed passwords. An experiment carried by Morris and Thompson [9] has examined widely-used weak passwords on a number of machines. They found that 86% of the passwords were too short, with digits or lowercase only, which was easily found in dictionaries. Later, Klein etc. [4, 10] have utilized certain rule-sets that aimed at excluding weak passwords with a system called pro-active password checkers or password strength meters (PSM). Florencio and Herley [2] have reported the results of a large scale study of password use and password reuse habits, which involved half a million users over a three month period. Castelluccia, Duermuth and Perito [11] have shown how to build secure adaptive password strength meters and proposed the first adaptive password strength meter (APSM) in 2012. Gaw and Felten [12] have collected the usage of password habits of 49 participants and presented a lot of password management strategies. Dinei, Cormac and Baris [13] have concluded that forcing users to choose strong passwords appears no effect to the security of accounts in web environments. Matteo Dell'Amico, Pietro Michiardi and Yves Roudier [14] have carried out an elaborate analysis of the password strength of Internet applications on 3 datasets. They have found a "diminishing returns" principle which means a success of password guess decreases by orders of magnitude for attacks. Other work related to web security include [15] [16] [17] .
From description above we can understand that there have been many researches on user password habits. However, most of the data have been obtained by survey methods, and the scale of data was limited. To the best of our knowledge, no research has been carried out to analyze the web password habits of Chinese network users. In this paper, we use the actual data collected on the Internet which were published by network intruders. It is unprecedented that we have collected over 20 million pieces of data, more than most of the existing surveys about the information about the information of network users in China.
III. METHODS
In this paper, we analyze data from four sites, including CSDN.net (Hereinafter referred to as "CSDN"), Renren Network (Hereinafter referred to as "Renren"), 178.com (Hereinafter referred to as "178"), and 7k7k.com (Hereinafter referred to as "7k7k"). More than 90 percent of the best programmers in China have accounts on CSDN; we infer that the passwords features of CSDN members are representatives of Chinese computer professionals.
We obtained the number of packages and the format of the data by reading the first 10 lines of 4 sites using head command in Linux operating systems. Table 1 shows the data of 178 and 7k7k has been stored in different packages; with 11 and 4 packages for 178 and 7k7k, respectively. We merge them into one file before data processing.
We observe that there are totally 3 data formats among the 4 sites. So we write 3 scripts in python languages in order to standardize and preprocess the data. First, we remove the invalid information, such as some items in Renren package are divided into three messages. Second, we extract passwords from each package for passwords pattern extraction. Third, as we need to match the username or E-mail address with passwords in Section 3, we also separately extract usernames and E-mail addresses into another file. Table 2 shows the data items of 4 sites. The data of 7k7k accounts for 37% of the total data items. 178 accounts for 34%, CSDN 24% and Renren 5% respectively.
We use python language with regular expressions to analyze these data sets.
IV. EXPERIMENTAL RESULTS

A. Password Length Analysis
The most common method to obtain stronger passwords is to enhance password length.
We assume n S m = as password strength where m denotes the number of candidate characters, and n denotes the length of passwords. There is no doubt that increasing password length improves the password strength exponentially. We present the results of password length analysis in Figure 1 .
We can observe the distribution and average value of password length for 4 sites. The average password length is ranging from 7.7477 to 9.4571 for the 4 sites; we can see that the average password length of CSDN users is the longest among 4 sites. The majority of CSDN password lengths are in the range from 8 to 11 (blue flags in Figure 1 ). This result reflects the computer professionals in China are very conscious about information security. They also know that increasing the length of passwords can improve security levels. However, the situations of password lengths in other 3 sites are not optimistic. Renren, mainly used by young students, tends to set short passwords. It reflects that most young people, especially students, often ignore the requirements of the system to set secure passwords. According to our offline survey, 22 students of 30 feel that it is troublesome to set a long password. They tend to persuade themselves that the contents behind their accounts are of little value to network intruders. 178 and 7k7k serves online players, the average password lengths of them are similar to Renren. We can observe that many people in China tend to set short passwords for convenience. This is not conducive to the security of user passwords and is likely to cause information leakages. Klein has reported that it is possible to obtain about 25% of passwords on a UNIX system by brute force attack [4] , and he suggests that it is dangerous for passwords which are 8 characters long. From this we can infer that at least 25% passwords of web users in China are inherently vulnerable.
B. Types of Passwords Analysis
Adding complexity to passwords is another way to achieve stronger passwords. An experiment carried by Grampp and Morris found that weak passwords, such as names followed by a single digit, were in widespread use on a number of machines they examined in a corporate network [8] . The result of P. Leong and C. Tham [7] also support these conclusions. In summary, we shouldn't set simple passwords. However, although most users know this as common sense, they often tend to ignore it. One reason for this is that complex passwords are hard to remember, and the processes to retrieve the passwords are complicated in most network situations.
The alphabetical size is the sum of the sizes of the different types of characters. These types and sizes are lowercase (26), uppercase (26), digits (10) and special (22) [2] . We define a as the number of candidate digits, b as the number of candidate lowercase, c as the number of candidate uppercase and d as the number of candidate special characters. x , y , and z , are defined as length of digits, lowercase and uppercase respectively. Then we have 4 cases: 1） Digits only, It is obvious that for the same password length, more complex type of password leads to the stronger password strength. Figure 2 depicts the format of the passwords and the number of character types they contains.
We can observe the percentage of passwords which belongs to different password types. The password types are linked with the perceived importance of the password owners. The proportion of the digits-only password types for both Renren and 7k7k are very high. The percentage for Renren is nearly 70% and 7k7k is nearly 60% of all passwords. The proportions of passwords including special characters for these two sites are relatively low (both less than 30%). This means that passwords of these two sites are not of a strong type. However, passwords belong to CSDN and 178 are relatively safer in password strength. This is due to the lower percentage of digitsonly passwords and the higher percentage of including special characters.
In general, users of CSDN are better in the combination of passwords. However, the percentage of digits-only passwords is still higher than passwords including special characters. We can infer that the percentage of digits-only passwords of network users in China exceed 50%, while the percentage of passwords including special characters is less than 30%. This means that it is relatively easier for network intruders to decipher passwords of Chinese network users.
There are many methods to facilitate people to remember passwords more easily. Here, we list 4 methods: passwords with birthdays, mobile numbers, user names or E-mail addresses. Here we discuss the first 2 methods and the other 2 will be discussed in Section 4.3.
Many users prefer to use birthdays as their email account passwords. In recent years, with the popularity of mobile phones, it is also common for people to use mobile numbers as common elements of passwords. However, in our daily lives, the chances of personal information leakage are much higher. Our birthdays and mobile numbers can even be obtained by Google search engine.
If network intruders have been informed of such information, they usually use brute-force methods to attack accounts via dictionary. The dictionary contains passwords which a number of network users often use. It is often a text file [8] . As a result, there are a lot of risks despite of convenience. The distribution of passwords with the information of birthdays or mobile numbers is depicted in and Figure 3 . We can observe the percentage of passwords which contain birthdays and mobile phone numbers in Figure 3 . It is clear that in CSDN, more than 12% network users use this method to set their passwords, and this will bring a huge security risk. Users in the remaining 3 sites, however, have a lower proportion(less than 10%).
C. Password with User Names or E-mail Addresses
It is extremely dangerous to set passwords with user names or E-mail addresses because these information are easy to be obtained. However, there are still many network users who are in favor of this method. Table 2 shows the distribution of passwords with user names or E-mail addresses. The percentage of using user names or E-mail addresses of CSDN is relatively high. From Section 4.1 and Section 4.2 We know that users of CSDN tend to choose long and complex passwords. However, most of their passwords contain user names or E-mail addresses, which is extremely vulnerable.
D. Password Strength Analysis
Password strength is a measurement of the effectiveness of preventing a password from brute-force attacks. It estimates how many attempts an attacker would need to "guess" password correctly. The password strength is a function of length, complexity, and unpredictability [5] . Password strength can also be described as "Strong" or "Weak". Thus, passwords which are longer and contain more types of characters are considered as "Strong" passwords. However, if they are matched with user names or E-mail addresses, these kinds of passwords is considered to be weak.
We investigate the percentage of all password features according to password length, which include digits, lowercase, uppercase and special characters. We analyze and summarize password strength for our 4 network sites. To facilitate our analysis, we transform primary 7 levels (Very safe, Safe, Very strong, Strong, Moderate, Weak, Very Weak) into 3 levels (Strong, Moderate, Week). Which means, Very Safe, Safe and very strong are merged into "Strong", Strong and Moderate are merged into "Moderate", Week and Very Week are merged into "Weak".
We then examine the password strength. The results of password strength of CSDN are listed in Table 3 , and the results of other 3 sites are listed in Table 4 .
V. SUGGESTIONS OF SETTING SECURE PASSWORDS
Humans are the center of information activities [10] , and information need protection. Nowadays, the most widely used form of authentication is to require a user to provide the specified password. People should pay attention to the password management in case of information leakage. Setting secure passwords can prevent losses from network intruders via password dictionary or professional decryption software to crack passwords [11] . The most important thing is that people should set secure passwords. We present 3 suggestions below:
1. Avoid simple passwords Simple passwords are easy to remember, which facilitates authentication process. However, according to our analysis, simple passwords are detrimental for 2. Substituting digits with special characters To add special characters to our passwords is another good way for setting good passwords. For example, we substitute "@" for "2", substitute "*" for "8". These special characters can enhance password strength for they are not belonging to letters and numbers.
3. Using a domain suffix We can set a "basic" password of 6-8 characters. Then we add a "variable" password which denotes the domain names. So the "final" password consists of the "basic" password with "variable" password. For instance, if we specify the "basic" password "abc123", then for Gmail.com, we assign the "variable" password as "gmail" and the final password would be "abc123gmail". This password is much better than it "basic" partners.
VI. CONCLUSION
The large-scale data of passwords allows us to measure the password strength of Chinese people. Many of the network users tend to set easy passwords for their convenience. These vulnerable passwords increase the risk of information leakage. We have collected over 20 million pieces of data published on the Internet by network intruders and analyzed the features of passwords through statistical methods. We have found some patterns to quantify password strength through comprehensive analysis of password length, type, and other variables. We have shown that the password strength of Chinese users is weak, and the Chinese web users have a low sense of information security. We have proposed some suggestions for setting secure passwords.
